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Background
In early 2017, I was working as an engineering director in a group of 35 developers that 
built bespoke line of business solutions, primarily in the aerospace, health care, and 
financial service verticals.

At the time, we were heavily invested in EMC’s virtualization hardware and software 
offerings. Because our projects targeted heterogeneous enterprise architectures, we 
had a wide variety of technology stacks to manage within our virtualization fabric. We 
curated approximately 150 VMware images, targeting various vendor stacks. We spent 
5-8% of our yearly staff hours budget maintaining and deploying these images. Images 
were relatively large (20-100 GBytes), and updating and moving them across time zones 
(we had 4 major development centers in North America, Europe, and India) was slow and 
cumbersome.

We also had a strict separation between our “build” and “run” teams. Although both 
teams were sharing virtualization, OS, and application level technology stacks, run teams 
would typically build and deploy solutions using production-specific tooling they had 
developed. This led to the classic problem of disparity between behaviors seen in 
development, test, and production. In some cases, production-level stability and bug 
escapes to our hosted customers were so significant that our customers chose to retest 
our production releases. This duplication of effort led to added cost to our customers 
and serious customer confidence issues in our solutions. Clearly, something needed to 
change.

This white paper describes our philosophy and adoption of DevOps within our 
development community at FDI.

Adopting DevOps
In mid-2017 we made a strategic decision to re-ideate, design, and deploy our 
mechanisms for bringing development software into production. We chose to adopt a 
DevOps lifecycle, believing that this approach would reduce cost and improve the quality 
of our deployments. At the time of this article (2020), we have converted approximately 
80% of our build mechanisms to a DevOps approach and are using it for all future 
projects.

Given our need to integrate solutions for a wide range of customer environments, flexible 
development practices are critical to our success. We have approached DevOps with a 
polyglot philosophy. We resist excessive reliance on any one technology or architectural 
approach even if theoretically that could be the most efficient. By maintaining a 
wide range of knowledge exposure throughout our team we are better positioned to 
quickly embed within a customer’s environment. Our experience rapidly learning new 
architectures is itself a specialization that improves project execution.
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 � High Level Approach to DevOps at FDI
The general approach that we use is that development resources for bespoke and 
product development projects are the primary area where we provide DevOps support 
and infrastructure. Line-of-business applications such as accounting / timekeeping / 
collaboration, etc. are best handled through SaaS providers such as Salesforce, Microsoft 
Office 365, Atlassian, etc. Furthermore, we recognize that highly available and global 
access to source code is a fundamental requirement for us. Consequently, we maintain 
an Enterprise account with GitHub to ensure the highest quality of SaaS source code 
control for our use.

Less ubiquitous or more costly services are considered on a case-by-case basis and where 
the administrative burden is relatively light versus the cost savings, we may decide to use 
self-hosted (on public cloud) services. It is also a good idea to maintain some real-world 
exposure to running production systems. Specific tools that are in use will be described 
later.

An additional constraint on the use of compute resources at FDI is the fact that many 
of our more security or intellectual property-conscious customers are reluctant to use 
Internet accessible resources. In some cases, this is because of air-gapped data center 
requirements or simply that the customer has strict virtual private cloud firewalls and 
policies in place that exclude the ability to access external resources. It is also the case 
that our customers expect us to be able to get up to speed on their architecture rapidly 
and without much assistance from the customer or their other vendors. Because of this, 
it does not make sense to invest deeply in proprietary DevOps tooling. In other words, we 
want to be very efficient and flexible in using readily available tools without being locked 
into a way of doing things.

Over the years, we have learned that maintaining a distributed development model that 
is not completely tied to Internet access suits our team needs best. A critical factor is that 
our team needs to have local development resources and the ability to work offline or 
semi-offline but still quickly sync with colleagues whenever a touchpoint is available.

These constraints have led to our adoption of a hybrid cloud + local virtualized 
development environments and the use of decentralized software engineering tools. 
As configuration management tools have matured, we have introduced them into our 
development best practices to reduce overhead and increase quality. This approach 
also reduces ramp-up time for new team members. Finally, our blend of product and 
customer bespoke solution development has resulted in our DevOps tooling being, to a 
large extent, application agnostic. While our tooling uses Docker for containerization and 
Kubernetes for orchestration, we periodically evaluate other container and orchestration 
environments to avoid excessive lock in. Much of our tooling is intentionally agnostic with 
respect to application. This enables us to support both internal and external customers 
that have a wide variety of application hosting needs.

There are several categories of DevOps tooling and approaches that contribute to our 
overall productivity.
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 � Local Resources

LAPTOPS

Our development teams are equipped with high-end mobile workstations 
loaded with maximal CPU, RAM, and storage configurations. This allows team 
members to run multiple virtual machines and quickly shift between different 
customer loads, to perform what-if scenarios, and to evaluate new versions of 
products without impacting existing workloads. As an unintentional but useful 
side effect, this has allowed our teams to shift to an entirely virtual work force 
in the spring of 2020 without any decrease in productivity or increase in tooling 
cost.

OPERATING SYSTEMS

Developers can choose their operating system of choice. Although the default is 
Microsoft Windows 10 Pro, we do have a handful of people using Linux and OSX 
as their main operating systems. If the base OS can support our target virtual 
operating systems - Windows, Debian/Ubuntu, RedHat/CentOS - it is acceptable. 
Developers are expected to be proficient in the use of Windows and Linux 
operating systems but are not expected to be deep experts with the internals of 
the operating system. We do expect them to have exposure to basic functions 
like allocating disk space, reconfiguring startup-services, adding and securing 
user accounts, data back-up, etc.

CORE TECHNOLOGIES

Programming Languages: The primary implementation languages in use at 
FDI are: Java, JavaScript, and XQuery. Other languages frequently used include 
Python, Bash, and XSLT. Lesser used languages are PowerShell, Go, C#, and 
Ruby.

Virtualization: Generally, we have used VMware Workstation or Oracle 
VirtualBox for desktop virtualization as both Microsoft Hyper-V and Apple 
Parallels contribute to inter-operability issues with other users. Over time we 
are moving to use Oracle VirtualBox on new projects as it is more cost-effective 
platform than VMware Workstation.

Configuration Management: We use Chocolatey and Scoop for package 
management on Windows along with Ansible for configuration management 
on Linux. In many cases one-off configuration changes are managed with 
simple shell scripting: PowerShell on Windows and sh/bash on Linux. OSX users 
typically use homebrew, but they can use the same CM processes as their peers 
in virtualized and containerized environments.

Vagrant: Vagrant is a scripting tool for configuration and management of 
development environments. It supports programmatic creation of all local 
hypervisors as well as all the cloud providers that FDI uses today. Vagrant is our 
first tool brought to bear when needing to create a development environment 
for a customer. We have Vagrant configurations stored in Git for the following:
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• Baseline development on Windows or Linux: these baselines are 
validated monthly to ensure that the latest OS patches and tools are 
always working

• Generic Java development on Windows or Linux
• Generic Web development on Windows or Linux
• MarkLogic Development on Linux
• Container Development on Linux using Docker and Kubernetes
• Cloud Development on Linux using Google Cloud, AWS, or Digital 

Ocean

While most customers are served with using one of the above, we have created 
customer-specific development servers for strategic customers and internal 
product development teams

A big-win for Vagrant and Ansible versus other approaches to VM management 
is the flexibility of scripted deployment making it much easier to upgrade or 
mix-and-match product sets in particular environments. We avoid combinatorial 
explosion of curated images by modularizing the configuration scripts.

Vagrant makes it possible to create a fresh development environment running 
up to date (or pinned) versions of applications through a source-controlled 
and scripted process. Typically, a new environment can be provisioned in 
under 90 minutes. In 2017, it would typically take 2-3 days to perform the same 
function using the tools we had at the time. Given the fact that we have ~30 
developers engaged in 4-6 projects concurrently, this improvement has had a 
dramatic improvement in our ability to add development resources quickly and 
elastically to a project. Our most extreme efficiency gain occurred in 2019, when 
we successfully provisioned a complete development stack in Google Cloud 
Platform in 25 minutes. One of our vendor partners took seven calendar weeks 
to accomplish the same provisioning in their private cloud environment!

As an example of what is performed on a Flatirons Digital Hub development 
machine:

• CentOS Operating system is installed, and all security patches applied
• Development account created for fdidev user
• Extensive list of software installed including: X-Windows, Emacs, VI, 

ImageMagick, Chrome, Firefox, NodeJS, Eclipse, VisualStudio Code, Git, 
Java

• Docker installed, enabled, and configured
• Needed plugins for Eclipse and VS Code are installed and configured
• Pre-existing bookmarks, .bashrc/.profile settings set up per user 

preference
• Git configuration applied
• Various other usability and visual preferences applied such as font 

settings and display drivers – we have a standard model where 
individual developers can apply their own unique customizations using 
localized overrides for the base configurations.

Our most extreme 
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 � Remote Services
We spread our use of cloud providers over Amazon, Digital Ocean, and Google to avoid 
single-vendor lock-in and to help us maintain the use of broadly applicable tools rather 
than proprietary tools. We try to choose the best tool for the application at hand based 
on this rough design guidance:
• Amazon Web Services (AWS) is the first choice for customer-facing production-class 

services. If we have a customer doing testing or if we are managing a service for a 
customer, we generally default to using AWS based on their excellent reputation and 
customer comfort. AWS is typically not the cheapest nor best performing platform, 
even though it is stable, so we don't do much sandbox implementation on AWS.

• Google Cloud is our first choice for Kubernetes/Docker container loads. We have 
used Digital Ocean for Kubernetes in the past but found that it was not as reliable as 
Google.

• Digital Ocean is our first choice for internal sandbox projects or short-term compute 
loads. We also use Digital Ocean's very inexpensive DNS services and droplet 
technologies to host our Nexus Repository that is used for Maven, NPM, and Docker 
Registry. Digital Ocean does not have as extensive security or management offerings 
as AWS or Google, so we generally keep the Digital Ocean access limited to DevOps 
personnel or Tech Leads.

NEXUS REPOSITORY

We have a single-node Nexus OSS repository configured on Digital Ocean configured 
with weekly backups. This environment is used to host compiled versions of our internal 
software as well as NPM packages and Docker images. Since nothing on this server is 
unique, weekly backups are adequate because we can always re-push data to the server 
in the rare case that something is lost.

Docker Registry: Digital Ocean does not have an internal Docker Registry; consequently 
we are using the Nexus Repository's Docker Registry to publish the proprietary docker 
images that we use. To date these are all containers used for managing the Flatirons 
Digital Hub solution. Some of the images in question:
• Oracle Java: required by certain older 3rd party components we use in our bespoke 

solutions
• OpenJDK Java: used by newer java-based components
• Flatirons Digital Hub MidTier: Business Logic Application server for Hub
• Flatirons Digital Hub ROI Server: Release of Information publishing server for Hub
• Flatirons Digital Hub FrontEnd: React UI server for Hub
• MarkLogic development baseline configuration

DRONE CONTINUOUS INTEGRATION SERVER

Drone is a containerized job execution framework optimized for executing build and 
test pipelines. It is used today to provide unit testing, integration testing, and automated 
deployments to the various Flatirons Digital Hub environments. Whenever a developer 
or QA person pushes a change to git, the Drone server evaluates the change and updates 
the corresponding environment. Updates are deployed only if a series of automated 
tests pass. New environments can be allocated by editing a few lines in the Drone 
configuration pipeline to evaluate speculative or high-risk changes or to create a bespoke 
environment for a potential customer.
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Currently we have several environments managed by Drone:
• Development
• Test
• Demo for sales team
• Debug for high risk evaluation
• Drone development of changes to the deployment process itself
• Sandbox for self-supporting customer evaluations

 � Technology Adoption Philosophy
The extensive use of open source and broad use of various technologies positions FDI 
to be able to rapidly react to market forces over time. This approach has shown us to be 
resilient in the face of extensive issues with single vendor or platform technologies.

 � Summary
Our migration to a DevOps style of development led to a measurable improvement in 
software development quality and a reduction in deployment costs. We have eliminated 
an entire class of deployment defects and have improved our deployment speeds by 
over two orders of magnitude. Our entire company’s project execution now leverages 
this tooling and we are actively working with customers to encourage adoption in their 
development methodologies. This type of migration is not simple and is best done 
incrementally but the benefits are significant, both in terms of software quality, time to 
market and OpEx optimization.



ABOUT FLATIRONS DIGITAL INNOVATIONS INC.

Flatirons Digital Innovations Inc., FDI (www.fdiinc.com), is an enterprise content services and data 
management consultant and system integrator. It specializes in technology assessments, solution 
blueprints, and implementation, integration and support for complex projects ranging from data 
archiving and application decommissioning to document capture, automated workflows, and 
custom solutions. FDI’s clients include healthcare, financial services, energy, manufacturing, and 
media companies as well as state and local agencies. FDI is based in Boulder, Colorado.
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